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Pressures Facing IoT Product Development Organizations

Development Cost of IoT Products, by Total

Number of Employees
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Beyond need to control dev costs, engineering orgs must now
architect a foundation for the continuous delivery of business value

Software as a part of hardware systems is still relatively new

Clear need to focus on things other than device manageability

—  43% of projects currently include Al/ML

— 48% said they expect to include such capabilities in 3 years

Many orgs must navigate million-dollar dev problems and tech debt

3rd party software platforms will become an increasingly important
tool for both revenue maximization and cost control strategies




Uneven Progress Toward loT Potential

Projects are late...

The pursuit of loT opportunity does not guarantee success
New opportunities bring them into uncharted territory, and they need help

Many are already unable to meet schedules for existing projects

Reasons for Project to be Behind Schedule

Complexity of the application/technology
Technical obstacle:

Changes in specifications Challenges to success abound

Emergence of higher priority projects

Lack of human resources

Integration challenges . . .
Unrealistic schedules loT opportunity does not come without challenges and risks

Difficulty hiring talent
Component shortages/lead times

Poor management oversight

Lack of engineering expertise in connectivity and new
challenges / risks (e.g. OTA security; IT/OT integration)

Customer changed requirements
Process standards

liance work

Legacy/proprietary technologies
Inadequate specifications
Poor coordination between teams

Many traditional technologies and methodologies cannot
satisfy needs for today’s designs, let alone scale for new ones

Hardware simulation/emulation late or absent
Software supply chain issues

Lack of support from vendor/supplier

Poor development/testing tools

Availability of lab or test resources
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Percent of Code

Software Growth Fueling Ecosystem Change

Percentage of Software Code, Cod hi db d I d effici
by Project Schedule Performance ode growth issues exten eyona scaling resources and efrriciency

100%
Already clear connection between code base size and schedule challenges

80%

. = In-House Developed Code The status quo no longer suffices
40% m Open Source or Publicly Available
3rd-Party Software ) ;
Software Development Tools Most Used in Projects
20% = Commercial 3rd-Party Software Ahead of Schedule vs. Behind Schedule
0% Software Composition Analysis (SCA)
Ahead of On Schedule Behind
Schedule Schedule
Software/System Modeling Tools
(Proprietary Language-Based)
Beyond LoC size, code sources adding additional complexity R,

Remote Device Health and

Performance Monitoring ® Ahead of Schedule

Managing SW assets is critical for efficiency and ensuring quality
= Behind Schedule
Software/System Modeling Tools

across product lines, requires new tools and best practices fware/System Modeing Toc
. Static Analysis Tools
SW content post-product deployment updates brings even
Dynamic Model-Based Software
greater challenges and need for change Testing Tools
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Current Software Update Practices Fall Flat
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Software will always need improvements, fixes, and patches

Evolving functionality and new security concerns require reevaluation of
code management practices

Software is now a critical point for both value delivery and degradation
— 33% say their org does not adequately test the cybersecurity of products
— That portion rose to 50% among those behind schedule

The quantity of SW errors increases as complexity of the code increases
— As the LoC went up, so did the number of bugs reported

— Fixing defects requires anywhere from 75 hrs - 3 months for the most
complex

Critical to limit SW refactoring time to
1. Fuel direct cost savings
2. Maximize revenue generation
3. Focus in-house development assets on new content creation
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D eVi ce H ea It h D a ta D i scove ri es Teams in Organization That Use Device Performance and

Health Data Collected from the Field

Engineering

Explosion of content and business value delivered through SW has
made process improvements a point of corporate focus

Support / Customer Services

Operations

The responsibilities of product development organizations now extend
far beyond device shipment

Product Management

Senior Management / Exec Leadership

Businesses must be able to develop, deploy, and manage devices to
meet customer expectations — and boost profit margins

Marketing
0% 20% 40% 60% 80%

Collection of Device Performance and Health Data .
from Products in the Field Real-world usage data helps product makers find SW defects faster

— Fewer customer bug reports and complaints

Don't know
45% oy . . .
— The utility of this information extends across roles

b — This functionality, and the business models that pair with it, are
Performance
Dt from cornerstone of loT

Field

16.2%

Collect Using

In-House .
De s >75% collect device performance and health data from deployed
Collect Using 52.9% . . . . .
Third-Party products, but the majority still using in-house developed methods
26.3%

Unfortunately, not all solutions are created equal
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Tools for Time-to-Market Savings

Device performance and health monitoring solutions help reduce
project uncertainty and cost

Project Schedule Performance,

by Collection of Device Performance and Health Data Organizations using remote device health and performance monitoring
100% solutions were:
>6 Months Behind
u 3 to 6 Months Behind — 3xas likely to finish ahead of schedule vs those collecting no data
80% m <3 Months Behind . L . .
® On Schedule — 1.7x as likely to finish ahead of schedule vs those using in-house tool

m <3 Months Ahead
m 3 to 6 Months Ahead

%
60% m>6 Months Ahead

Using tools to monitor deployed devices saves % the time fixing SW

0% — Allows more time to focus on new, not old features

3x as likely to

o finish ahead o/ i i
20% s of schedule 3rd party tool use saves 57% in overall project development costs
;:://" 5 Engineering Person-Hours to Remediate Each SW Defect
0% 6o/ 4.8% .
Don't Collect Data  Collect Using In-  Collect Using Third- 30

from the Field House Tools Party Tools

10
) -
0
Don't Collect Data  Collect Using In- Collect Using Third-
from the Field House Tools Party Tools
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Summary & Key Takeaways

loT Challenges Status Quo

OEMs, vendors, and Enterprises are trying to adapt their product and biz model strategies to stay ahead of the
pack

New market dynamics, however, have magnified some traditional challenges around complexity, TTM, and quality

Focus on Differentiation
New features, use cases, and value delivery streams

But do not underestimate combined operational and development challenges

Third-party Solutions Accelerate Time-to-market

New challenge with orgs focused on developed products with deployed software tied to revenue generation

Third-party tools to monitor device performance and health save time and cost
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