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AOSP Diagnostics Overview
The latest in performance monitoring 
and debugging to understand your 
AOSP device and fix problems



Logging Diagnostic Tools Observing Your Fleet
in the Field

Overview



Poll #1

What layer do 
you see the 
most bugs 
with your 
devices?

A. App layer

B. System Services

C. Android Runtime

D. HAL

E. Native Daemons and Libraries

F. Linux Kernel



Logs for AOSP Developers
Logcat = Circular buffers of AOSP app logs
● main, system, crash, radio, event

Kmesg/dmesg = Kernel/driver logs (/proc/kmesg)
● Great for capturing message from reboot

Helpful Resources
● Android Debugging Core Topics
● Android Studio Logcat User Guide
● Android Log Analysis by pCloudy
● Logcat V2 features from googleblog
● Logcat V2 detail overview (YouTube)

https://developer.android.com/studio/command-line/logcat
https://source.android.com/docs/core/tests/debug
https://developer.android.com/studio/debug/am-logcat
https://www.pcloudy.com/android-logs-analysis/
https://androidstudio.googleblog.com/2022/03/android-studio-dolphin-canary-6-now.html
https://www.youtube.com/watch?v=AY4y0pr-O_c


LNAV
● Feature rich log navigator
● SQL query language built in
● Histogram view
● Multi-log interpolation
○ Merge logcat and kernel logs

● Supports custom log formats
● Syntax highlighting
● Custom regex highlighting
● Pretty-print structured data

Helpful Resources
● lnav features
● Android Log Format

https://lnav.org/features
https://github.com/phoenixuprising/lnav-android-scheme


Android Crash Data from the Logs and Tools
Tombstones - More detail than logcat from a crash.
● /data/tombstones/<file>
● Stack traces of all processes, memory map, open files, 

etc.
Kernel Panic - Fatal exception in the kernel, often leaves a 
tombstone.

Kernel/Ram Oops – Serious, possibly fatal kernel errors

● Often times precedes a kernel panic
ANRs – Application Not Responding (5 seconds)

WTFs – an assert message found in logcat 

Java exceptions

SELinux policy violations

● In audit.d logs

Helpful Resources
● Debugging Native Crashes in Android Apps 

https://source.android.com/docs/core/tests/debug
https://en.wikipedia.org/wiki/Kernel_panic
https://en.wikipedia.org/wiki/Linux_kernel_oops
https://en.wikipedia.org/wiki/Linux_kernel_oops
https://developer.android.com/topic/performance/vitals/anr
https://android.stackexchange.com/questions/66842/what-is-a-wtf-condition
https://proandroiddev.com/debugging-native-crashes-in-android-apps-2b86fd7113d8


Debug Tools 
(log capture and analysis)
ADB – Android Debug Bridge
● Connect your host to device, get logs from logcat

Bug Reports – Snapshot of logs for troubleshooting
● Dumpsys – System services
● Dumpstate – Error logs
● Logcat – System messages

DropBoxManager – More targeted reports
● Data specifically from apps that crash

Helpful Resources
● Android Debugging Core Topics
● Android Studio Bug Report User Guide
● Android Bug Report Videos (YouTube)
● A helpful viewer: ChkBugReport

https://developer.android.com/studio/command-line/adb
https://developer.android.com/reference/android/os/DropBoxManager
https://source.android.com/docs/core/tests/debug
https://developer.android.com/studio/debug/bug-report
https://youtu.be/BDCGAEmocOE
https://github.com/sonyxperiadev/ChkBugReport/wiki


Batterystats & Battery Historian

Batterystats – collects battery data on device
● Which processes are drawing current?
● When are they doing it?
● Adb can get logs

Battery Historian – a viewer for Batterystats
● Can consume a bug report (logs are in it)
● Can show System Stats and App Stats

Helpful Resources
● Battery Historian GitHub
● Battery Historian Video (YouTube)
● Deeper Dive on Battery Historian (YouTube)

https://developer.android.com/topic/performance/power/setup-battery-historian
https://developer.android.com/topic/performance/power/setup-battery-historian
https://github.com/google/battery-historian
https://www.youtube.com/watch?v=dZL2LDAg5cs
https://www.youtube.com/watch?v=i3pw5aCAvOc


Perfetto
● Full system tracing framework and analysis tools.
● Capture high frequency ftrace data: scheduling activity, 

task switching latency, CPU frequency and much more
Leak Canary
● A memory leak detection library for Android.
● Built in heap analyzer
● Allows for uploading heap analysis to third party 

services

Helpful Resources
● Perfetto GitHub
● Perfetto Docs
● Leak Canary Getting Started

Performance Tracing & 
Monitoring

https://github.com/google/perfetto
https://perfetto.dev/docs/
https://square.github.io/leakcanary/


What is a common problem with the existing 
tools and information?



Poll #2

How do you 
collect debug 
information 
from devices 
in the field?

A. User submitted Bugreports

B. In-house built crash detection

C. Third-party tools or services

D. You don’t





Applying DevOps Thinking

Fleet Management & ObservabilityDevelopment Process

Bort

one- time integration



Inside Bort, the Memfault AOSP SDK



Memfault Platform | Overview

Memfault’s Overview page gives 
you oversight of you the overall 
stability of your fleet and points out 
weaknesses.



Memfault Platform | Device Performance

Tracking critical metrics 
over time from your devices 
allow you to gather 
valuable insights.



Memfault Platform | Debugging

How can we find the issues 
impacting our devices in the 
field?
You can filter your devices by 
pre-defined groups, HW, SW, 
date ranges, etc.



Live Demo



Speaker

Learn more about AOSP Tools and Memfault

Link to Webinar 

Link to Webinar 

Speaker

Heiko Behrens
VP of Product, Memfault

Ryan Case
VP of Engineering, Memfault

https://go.memfault.com/webinar-managing-android-os-devices-at-scale-with-memfault-aosp-sdk-v4.0
https://go.memfault.com/how-to-monitor-debug-update-your-android-os-devices-webinar


The AOSP and 
AAOS Meetup
Meetup Group

● Led by Chris Simmonds
● Based out of the UK
● Remote Friendly
● Talks all about AOSP and AAOS!

https://www.meetup.com/the-aosp-and-aaos-meetup/


Thank You!

● memfault.com/android
● twitter.com/memfault 
● linkedin.com/company/memfault

we’re hiring!

Chris Hayes
Android Solutions Engineer, 

Memfault

https://memfault.com/android/
http://twitter.com/memfault
http://linkedin.com/company/memfault

