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Agenda
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4.    Coredumps with Memfault

5.    Memfault Coredump Demo



Poll #1

Do you use 
coredumps 
to debug 
crashes?

A. Yes, regularly

B. Yes, a handful of times

C. No, workflow not established

D. No, what is a coredump?



Congratulations! Your device is deployed!
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Logging is great, until…
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Panics are great, but only show 1 frame



Coredumps

● Triggered by faults, kernel 

panics, asserts

● Captures registers and memory 

to allow for later analysis
● Data can be streamed out 

immediately or stored in non-

volatile memory
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Coredump Components
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StateStack
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StateStack
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Stack
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Poll #2

What RTOS is 
your firmware 
based on?

A. Zephyr

B. FreeRTOS

C. Other RTOS

D. Bare-metal



Agenda
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2. Coredumps with Zephyr
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4.    Coredumps with Memfault

5.    Memfault Coredump Demo



What causes a coredump?



What causes a coredump?

Faults & Assertions!
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Zephyr Fault Handling Call Graph

coredump
(subsys/debug/coredump/coredump_core.c)

z_fatal_error
(kernel/fatal.c)

z_arm_fatal_error
(arch/arm/core/aarch32/fatal.c)

z_arm_fault
(arch/arm/core/aarch32/fault.c)

Fault Handler
(arch/arm/core/aarch32/fault_s.S)

Site of Fault

Fault Context Handling

Fault Context InitiationFault Backtrace

Frame 0

Fault 
exception

Runs fault 
handler

Fault Handler
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Zephyr Assertion Call Graph

coredump
(subsys/debug/coredump/coredump_core.c)

z_fatal_error
(kernel/fatal.c)

z_arm_fatal_error
(arch/arm/core/aarch32/fatal.c)

z_do_kernel_oops
(arch/arm/core/aarch32/fatal.c)

z_arm_svc
(arch/arm/core/aarch32/swap_helper.S)

__ASSERT_NO_MSG 
Caller

Fault Context Handling

Fault Context InitiationAssertion Backtrace

k_panic

z_except_reason

ARCH_EXCEPT

__ASSERT_NO_MSG

__ASSERT_POST_ACTION

Frame 0

Frame 1

assert_post_action SVC instruction

Calls 
k_panic

SVC 
Interrupt
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Backend

Frontend

Coredump Subsystem

Arch-specific Regions/Data

Callstack Data

Device Data

Memory Region Data

Data Sources

Retrieves data

Writes  data

Backend Subsystem
(Logging/Flash/etc)

Assert 
or 

Fault
Initiates 

Coredump

Kconfig:
DEBUG_COREDUMP_MEMORY_*COREDUMP

_DEVICE

Kconfig:
DEBUG_COREDUMP_BACKEND_*
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Device Region Example



Device Region Example
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Coredump Host Tools

Log Parser 
(binary)

ELF Parser
GDB Server

(coredump_gdbserver.py)

GDB Stub
(gdbstub.py)

Arch GDB Stub
(arch/)

Log Converter
(text -> binary)

GDB Client

Server Process
Client Process

Parsers

Reads data 
at startup GDB Remote 

Protocol



Scripting Extensions

● GDB can be built with Python 

extension support

○ Zephyr toolchain defaults to 

no-py version
○ Use Python with “-py”

● Requires matching system Python 

install

● Use venv + gdbundle to manage 

packages

https://github.com/memfault/gdbundle
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View tasks, stack traces, registers, and local variables

Coredumps with Memfault



View all global variables at time of coredump

Memory Regions in Memfault



Issues



Memfault Coredump Features

● Complete RTOS analysis

● Per-thread call stack unwinds

● Compatibility across RTOSes

● Automatic coredump and symbol file association

● Coredump classification, deduplication, and aggregation
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Summary 

● Coredumps provide advance post-mortem fault and assertion analysis

● Use coredumps early and often
○ Add coredump support to your builds, earlier the better

○ Use coredumps often to identify and thoroughly investigate crashes 
post-mortem



Thank You!

● Find me at:
○ linkedin.com/in/ejohnso49/
○ Github: ejohnso49

● Read our posts on   
interrupt.memfault.com

● We’re hiring! Tyler Hoffman
Firmware Solutions Engineer, 

Memfault

https://www.linkedin.com/in/ejohnso49/
https://github.com/ejohnso49
http://interrupt.memfault.com
http://interrupt.memfault.com
http://memfault.com/careers

