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The embedded development process

Launches are First Year = Legacy Device
Delayed Fire Drill Headaches
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Over 50% of R&D is invested in maintenance vs. NPI



I Agenda

> Intro to Memfault & NXP

O Live Demonstrations

O Q&A
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| POLL #1

What is your

experience
with NXP

MCUs?

. | am building my first
product with NXP MCUs

. | have released a product

before with NXP MCUs

. | have built devices with

other vendor MCUSs but not
NXP

. Other /| am just here to

learn!




I Memfault for Embedded Observability

. OTA
Design Management

’ ‘ Operate,

Observe

Analyze,
Debug

We Help Hardware Teams Build Better Software
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Data Required to Proactively Maintain Devices

Delivery

Traces and Errors

Metrics Compact Logs

Releases

Device Behavior

Device Performance Device Story

Hard Faults CPU Utilization Application Rollout Control
Watchdogs Battery Performance System Version Matrix
Stack Overflows Heap Utilization Peripheral Adoption Rate
Memory Faults Connectivity Statistics Comparative Performance
Software Asserts RTOS Statistics Attributes
Connectivity Faults Flash Statistics
Bus Faults Alerting
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I Debug crashes 100% remotely

@ John'

Memfault & acmeinc.
Smart Sink S tS Issues
i - 2
O Mem Fault at compute_fft [Stack Overflow in accel-workq] 2
e -0
First Seen  Last Seen Recent Traces ® Devices Impacted ®
Details ~ Recenttraces ~ Comments Merged issues > dayeage Didsysans 1,717 10,420 .

Capt

2 days ago 2

Device DEMOSERIALNUMBER

Cohort default _ ]

Software  1.0.0-md5+al1c641ba (main) (O
|

Hardware DEVBOARD

<

State  Logs G2 Download

Debug

Threads Exceptions Registers & Locals Globals & Statics Memory Viewer

¥ accel-workq (2) STACK OVERFLOW | RUNNING |

dft_out = 0x2000a900 <my_stack_area+1344> Q Regions V
» 0 compute_fft t @i - 400
» 1 sleep_algo_compute_sleep_time 2 [ num_samples = 536912536 90210020 95920008 .. 2
» 2 process_accel_data_worker_task src/accel_data.c 06 [raw_samples = 0x3128115f 25920008 819d0008 %... ....
i 819d0008 81900008 .... ....
» 3 z_work_g_main zephy 1.C tmp = {1, 222, 7, 84}
Qtme 81940008 819d0008 .... ....
» 4z _thread_entry thr y.c 2 Qsro= 536912536 (0x20002298) 31940008 819d 00 08
» 5 0xaaaaaaaa BDsr1= 1372324912 (0x51cc0430) 819d0008 9d9b0RO8 .... ....
» Thread 3 [suspenoen RS2 1372324919 (0x51cc0437) 819d 0008 819d 0008 .... ....
v idle (4) =T Bsr3- 536912832 (0x2000a3c0) 41950008 ed950008 A... ....
» logging (5) [ suspenoe | Dsra- 536912508 (0x2000a27c) 6d 92 00 08 6d 9e 00 08 m m
S Ratamie) Dsr5= 536914136 (0x2000a8d8) £d.96.00 08 £6d 9¢.00 08 mizicrim
= AOCKED 6d 9¢ 00 08 6d 9e @0 88 m m
Dsr6 = 0 (0x00000000)
» rxworkg (7) 60920008 64920008 m... m
Dsr7-= 536912488 (0x2000a268)
» shell_uart (8) e [ ' 6d 920008 64920008 m... m
> workgq (9) TOGKeD] Qsre= 010200000000 6d9e 0008 6d9e @008 m... m...
e $r9 = 1015 0 (0x00000000)
» tx_workg (10) [sro = 6d 9¢ 00 08 6d 9e @0 08 m m
, ‘k fil [sr10= 0 (0x00000000) 64920008 64920008 m... m
workqueue BB  psrit- 0 (0x00000000) 64920008 64920008 m... m
Bsr12- 0 (0x00000000) 6d 9¢ 00 08 6d 9e @0 88 m m
- n fa¥a¥a) co - o 4 '~ d 9e 00 08 6492 0008 nm i
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I Fleet-scale Trace Analysis

Detect problems Automatically label and gain insights
Received Traces Weekly | Daily Top Issues
Issue Devices Traces
60K
45K Assert Assert at timeout_handler_exec 29556 III
Assert Assert at prv_recursive_crash 20404 I l
30K

Hard Fault Hard Fault at prv_crash_example 20672 II
15K
Assert Assert at prv_check1 20852 = I .__.I _—

0

5/26 5/28 5/30 &/1  &/3 6/5 87 Assert Assert at cli_execute 19712 I I
C 6 minutes ago

Memfault finds the issues you care about
° Memfault




| POLL #2

How do you
monitor and
troubleshoot
devices today?

. | talk to the customer to

recreate tests in the lab

. | receive device logs and

iInvestigate root cause

. 1 don’t really know if my
devices have any issues

. My devices never have

ISsues

. | don’t have devices today




NXP’s MCUXpresso Ecosystem

« MCUXpresso SDK
- MCUXpresso Config Tools
- For Arm® Cortex-M®

- MCUXpresso IDE
- MCUXpresso Secure Provisioning Tool

¥ 4

‘ k « Run time software libraries and middleware
MCUXpresso - Enable customers to focus on differentiation
« From NXP and partners

—rmaailinAa T AALA “AarhnalAaniace
Enabling Tools Technologies

- Partner IDEs

- Debug Probes

« Development Boards

« From NXP and partners
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I NXP’s Scalable Edge Processing

Performance

A

Scalable/reusable software,
tools and solutions

Based on Arm® technology
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With Industrial-grade
reliability, security, longevity
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Functional Integration
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I Getting Started with the i.MX RT1060

€ Memfault



I How Can | Evaluate this Solution?

-  Getting Started with Memfault and NXP

- .MX RT1060 Evaluation Kit
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https://docs.memfault.com/docs/mcu/arm-nxp-mcuxpresso-guide
https://www.nxp.com/iMXRT1060

O © NXPMCUXpresso Getting Starte X | [ Welcome | MCUXpresso SDK Bu' X | © Page not found - Memfault > | —+ = ]

& @ A (3  https://docs.memfault.com/docs/mcu/arm-nxp-mcuxpresso-guide A o 16 = ¢
° Memfault Docs Web Application MCU  Embedded Linux Android REST APl Changelog LogIn Sign Up -Z{D:- Q search [om](K
Web Application >

o o MCU Guides > Getting Started Guides > NXP MCUXpresso SDK for i.MX RT )
Overview

MCU Guides v .
Part 1: Setup and Verify LwIP

NXP MCUXpresso Getting

Part 2: Integrate the Memfault
SDK

Getting Started v

Started Guide for

ARM Cortex-M

Add the Memfault

Sources and Build Flags

to an NXP i.MX RT1060 Add GNU Build ID

nRF Connect SDK This tutorial will go over integratin Me

roject using NXP's MCUXpre i
Laird Pinnacle™ 100 proj g V Enable HTTPS Client and
Test
ESP32 ESP-IDF @ NoTE Additional Notes
ESP8266 RTOS SDK ) . . ) Data Cache
Note: these instructions were written using |mcuxpressoide-11.4.0_6224.x86_64 OnN
Dialog DA1469x ubuntu 22.04, using the MIMXRT1060-EVKB

NXP MCUXpresso SDK for

LMXRT The full example project can be found here: https://github.com/memfault/mcuxpresso-

Subsystem Guides rt1060-example

User Guides These instructions should also apply to other NXP RT family boards (ex: MIMXRT1020-

Design Docs EVK), though there may be adjustments needed to the reset logic or linker script.

vV VvV VvV Vv

Test Utilities




I Memfault Demonstration

€ Memfault



I Case Study

€ Memfault



Use Case: geo

As a trusted and innovative smart energy specialist m g

geo (Green Energy Options) leverages NXP and smarter energy
Memfault technologies

« NXP’s i.MX RT MCUs - efficient performance
o Advanced multimedia and Wi-Fi connectivity
o Industry’s lowest dynamic power
o Comprehensive MCUXpresso SDK, IDE and tools

« Memfault - ensuring reliability
o Debugging and health metrics in near real-time
o Firmware dev & test acceleration
o Product quality assurance in the field




I The embedded observability transformation

" SYSTEM L0G (logcat —v threadtime -v printable —v uid -d *:v)
main

beginning
1058 1499

1499

1699

root 10466

root 10466

1499
radio 1829
10085 1699
10050 10425
of system
1000 1479
root 10466
root 10466
1058 1499
1058 1499
10049 1927
10049 1927
root 3314
1058 1499

1058 1499
1019 71130104, 337 10075 1987

/systen/bin/tombstoned: received crash request for pid 1699
/systen/bin/tonbstoned: found intercept fd 512 for pid 1699 and type kDebuggerdJavaBacktrace

ndroid, systenu: Wrote stack traces to tombstoned

7systen/bin/dunpstate: Libdebuggerd client: done dumping process 1699

/systen/bin/dunpstate: libdebuggerd client: started dumping process 1788

/systen/bin/tonbstoned: registered intercept for pid 1788 and type kDebuggerdlavaBacktrace

id.networkstac: Thread (5, tid=1800,WaitingInMainSignalCatcherLoop, Thread+=gxdfed6edd, peer=0x12c80220, "Signal Catcher"

received crash request for pid 1788

d intercept fd 512 for pid 1788 and type KDebuggerdlavaBacktrace
id.networkstac: Wrote stack traces to tombstoned
7systen/bin/dunpstate: libdebuggerd client: done dumping process 1788
/systen/bin/dunpstate: libdebuggerd client: started dumping process 1829
/systea/bin/toabetond: reglstered Tntercept for pid 1829 and type KDebugaerdiavaBacktrace
m.android.phon: Thread[5,tid=1854,WaitingInMainsignalCatcherLoop, Threade=0xdfed6e0d, peer=0x12d80220, "Signal Catcher"
m.android. phon
/systen/bin/tombstoned: received crash request for pid
Jeysten iy bomhatoned i found e reey i ISTol rarlp 1629 and fype Debupgerdlavatackteace
/systen/bin/dunpstate: libdebuggerd client: done dumping process 1
Tiviteain/Samstats: LILIGSESITETIEy. started dusping pm(es, 3660
/systea/bin/ oebeionsd: Teaistered Tntercept for pid 1888 and type KDebuguerddavaBackirace
m.android.phon: Wrote stack traces to tombston
KeyguardClockSuitch: Updating clock: S\3SBN070\50150
martfridge.bor: Waiting for a blocking GC ProfileSaver

to

DropBoxtanagerService: add tag=systes server. strictande isTagEnabled-true flag
Jeyston/binjgmesiate: LMShoerl CISehT Tollod To rend status response from tasbstonsd: Try again
{: started dumping process 1027

tercept for pid 1880 and type kDebuggerdlavaBacktrace terminated: due to input
/systen/bin/tonbstoned: registered intercept for pid 1927 and type kbebuggerdiavaBacktrace
id.ext.service: Thread[s,tid=1938,WaitingInMainSignalCatcherLoop, Thread«=0xeb8dbedd, pee:
id.ext. service:

: timeout expired while flushing socket, closin

/systen/bin/tombstoned: received crash request for pid 1927
/avstea/bin/ cmbatons foundatercept #41512 for pld 1927 and type khebuaserdiavaBeckirace
7systen/bin/dunpstate: libdebuggerd client: done dumping process
/systen/bin/dunpstate: ibdebuggerd client: started dumping process o5z
id.ext.service: Wrote stack traces to tombstoned
/systen/bin/tombstoned: registered intercept for pid 1952 and type kDebuggerdJavaBacktrace
putmethod. lati: Thread (5, £id=1971,WaitingInMainSignalCatcherLoop, Thread+=xeb89bedd, pee
putmethod, lati:
7systen/bin/tonbstoned: received crash request for pid 1952
7systen/bin/tombstoned: found intercept fd 512 for pid 1952 and type KDebuggerdiavaBacktrace
e 1 e e 1 g i

x12c80220, “Signal Catcher"

x12040220, "Signal Catcher"]: re
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Reports

to

Threads

v console_task (2)
~ 0 Oxbadcafe

¥ 1 memfault_demo_cli_cmd_crash

memfat mo_pani

» 2 prv_process mem

» 3 memfault_demo_shell_receive_char

» 4 console_task wi
» 5 pxPortlnitialiseStack

» IDLE (3)

» Tmr Svc (4)

» blinky_task (5)
» tcpip_thread (6)

ions Registers & Locals Clobals & Statics

1(0x00000001)
-2147453110 (0x8000774a)
1610630884 (0x600046e4)
195939070 (0xObadcafe)
1610631691 (0x60004a0b)
-1515870811 (Oxa5a5a5a5)
-1515870811 (Oxa5a5a5a5)
)
)

Qsro-=
Qs =
Dsr2=
Qsr3=
Dsra=
Bsrs =
e =
Q7=
[sr8 =
Qsro=

-1515870811 (Oxa5a5a5a5
-1515870811 (Oxa5a5a5a5
-1515870811 (Oxa5a5a5a5)

[3$r10 = long -1515870811 (Oxa5a5a5a5)
[3$r11 = long -1515870811 (Oxa5a5a5a5)
il 4 [3$r12 = long 1 (0x00000001)

[Ssp =
156 @Qsir=

0x80013608 <ucHeap+8196> (0x80013608)
1610630925 (0x6000470d)

. B B spc = Oxbadcafe (0xObadcafe)
. o A [ Sxpsr = ong -2147483648 (0x80000000)
‘ ) [ $fpscr = 0 (0x00000000)
FiSmsp - 0x81dfff20 (0x81dfff20)

Software Versions @) ol
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I How to get started
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Resources

Learn more at www.memfault.com and www.nxp.com
o Memfault SDK source code and documentation

INTRODUCING MEMFAULT

o Integration guide for the NXP i.MX RT1060 Cloud Debugging and
o NXP RT1060 product page ope
o Other NXP MCU support via Memfault Observablllty for Your
loT Devices
Licensing
o NXP users get free self-service Memfault for up to 100 Reduce risk, ship products faster, and resolve issues proactively by

upgrading your Android and MCU-based devices with Memfault.

devices: https://memfault.com/reqister/nxp
o Ask Memfault or your NXP sales representative for
commercial support

Embedded engineering community & blog at
https://interrupt.memfault.com

g Memfault \} | {\


http://www.memfault.com
http://www.nxp.com
https://docs.memfault.com/docs/mcu/arm-nxp-mcuxpresso-guide
https://www.nxp.com/iMXRT1060
https://memfault.com/register/nxp
https://interrupt.memfault.com

| Questions?
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Thank You

€ Memfault




