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1.The Traditional Debugging 
Workflow

Spending some quality time with haunted software



Local Debugging

● Great for stepping through difficult problems at your desk
● Full visibility into device state



Logging

● Print information about the run-time state of the device
● Simple as LOG_INF and connect with your favorite serial terminal



Logging & Local Debug Deficiencies

● Why these methods fall short:

○ No physical access to 

UART/Debug port

○ Log analysis is difficult and 

inefficient
○ Invasive to system behavior



2. Memfault to the Rescue

Software should self-report problems!



What is a core dump?

void HardFault_Handler(void) {

// Capture core dump FIRST

capture_coredump();

// Then reset

NVIC_SystemReset();

}

Coredump
Firmware Version

Timestamp

Device Serial

Hardware Revision

Memory 
Regions



A Metric Heartbeat

Heartbeat
v1.0.1

1605910419

3600

DA143532

MainTaskMs

300291

Aggregated Metrics from 1 hour

1:00p 2:00p

Metric Value
MainTask_Ms 300291
SleepTask_Ms 3299709
HeapFree_Bytes 61342
BatteryCharge_Pct 93
… …

https://interrupt.memfault.com/blog/device-heartbeat-metrics

https://interrupt.memfault.com/blog/device-heartbeat-metrics
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MCU SDK Integration

● Coredump Integration
○ Implement ARM fault handlers

○ Save coredump to specified 

storage (typically Flash)

○ Next reboot, our SDK provides 

chunks to send to Memfault

Usage Fault

Manage Fault

Bus Fault

Hard Fault

memfault_fault_handler

Coredump Storage
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MCU SDK Integration

● Logging Integration
○ Register/hook into logging subsystem

○ Implement wrapper to call into SDK and your logging

your_log_handler()

your_log_info()

memfault_log_save()

Memfault Backend

LOG_INF()

Zephyr Logging Subsystem

UART Backend



Demos!
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Offensive Programming: assert()

Memory leaks!

https://go.memfault.com/proactive-debugging-with-offensive-programming-webinar

Double free

https://go.memfault.com/proactive-debugging-with-offensive-programming-webinar


THANK YOU!


